


Overview

Privacy policies are almost always written to be confusing and
difficult to understand and as a designer | don't feel that is
appropriate. | want to learn how | could prevent this issue in my own
work. My goal was this study was to give the user more
understanding of what the notion privacy policy is asking them to

agree to. The privacy policy is intentional written to be misleading by
obscuring the information deep inside a mind numbing barely
formatted series of paragraphs. Personally | have never fully read
through a policy that looks like this so therefore | attempted to
transform the privacy policy into something | would actually read.




Research: Al Summaries

Figma Al Summary

# What Figma collects
1. Info you give them
e Name, email, profile photo, (optional) phone number
 Messages and support requests
» Designs and files you create (this can include personal data)
e Job applications or event/survey info
2. Payment info
e Handled by third parties (like app stores or Stripe)
e Figma only keeps limited details (e.g., last 4 digits, payment
status)
3. Automatically collected
e |P address, device info, browser, usage activity
o Cookies and tracking tools
e How you interact with files and other users
4. From others
e Your organization (if using work/school account)
e Third-party logins or integrations
# How Figma uses your data
e To run and maintain the service
e To communicate with you (support, updates, marketing)
e To process payments
e To improve the product (including Al features)
e To analyze usage and fix issues
e To recommend features or content
e For legal, security, and fraud prevention
& |mportant:

Figma may use your content to improve Al only if a setting (“Content

Training”) is turned on, and they say they try to anonymize it.
W When your data is shared

o With other users you collaborate with (names, comments,
activity)

With your organization/admin (especially on work/school
accounts)

With service providers (hosting, analytics, support tools)
With advertising partners (for targeted ads)

With the public if you publish files or use Figma Community

& Data location
o Datais mainly stored and processed in the United States
e May also be processed in other countries
8 Your choices
You can:
e Unsubscribe from marketing emails
o Control cookies and targeted ads
e Manage Al training settings
o Turn off notifications
@ Your rights
Depending on where you live, you can:
e Access your data
e Correct it
o Delete it (may require deleting your account)
» Restrict or object to processing
e Opt out of marketing or data sharing
« Data retention
» Kept as long as needed for the service, legal reasons, and business
purposes
o Deleted or anonymized when no longer needed
& Security
o Figma uses security measures, but nothing is 100% secure
A Important things to know
o Collaboration = visibility: teammates can see your hame, activity, and
content
» Public files are truly public (search engines can index them)
» Organizations may control your account/data
o Ads tracking may occur via cookies
@ Children
» Not meant for under 13 (or under 16 in some regions)
e Special rules apply for school/education accounts
& Changes
» Policy may change; continued use = acceptance
i* Contact
e Email: support@figma.com
* Bottom line
Figma collects account info, usage data, and the content you create to run
and improve its design platform. Your data is often shared with collaborators
and organizations you belong to, and may be used for analytics and
(optionally) Al training. Anything you make public can be seen by anyone.

For my first bit of research | wanted to compare my two initial
ideas being Figma and Notion. | use both of these for school
regularly and | certainly did not read the privacy policy for

either of them. The privacy policy is absolutely huge for both
and so | had ChatGPT summarize and compare the two as a

first step.

Notion Al Summary

# What Notion collects
1. Info you give them
o Name, email, password, profile photo
o Messages you send (support, emails, etc.)
» Payment details (handled by third parties, not stored directly
by Notion)
e Anything you post in workspaces, forms, surveys, or public
features
2. Info collected automatically
« Device + usage data (IP address, browser, pages visited,
time spent)
o Cookies and tracking tech
e General location (based on IP)
3. Info from other sources
e Third-party apps (like Google, social logins)
e Your organization (if using a work email)
» Integrations (calendar, email, contacts, conferencing tools)
# How Notion uses your data
e Torun and improve the service
e To communicate with you (support, updates, marketing)
e To process payments
o To personalize features and content
o For security, fraud prevention, and legal compliance
e To enable collaboration (sharing info within workspaces)
W When your data is shared
With service providers (hosting, payments, analytics)
With your team/org if you use a work account
With other users in shared workspaces
With advertising partners (to promote Notion, not others
products)
If required by law or during business changes (e.g.,
acquisition)

]

& Data location

e Your data may be stored and processed globally (e.g., U.S. or

other countries)

88 Your choices
You can:

e Unsubscribe from marketing emails

» Control cookies and tracking

» Turn off notifications or location sharing

» Opt out of targeted advertising (via settings/tools)
@ Your rights (depending on where you live)
You may be able to:

e Access your data

e Correctit

e Deleteit

e Restrict or object to how it’s used
« Data retention

» Kept as long as needed for service, legal, and business purposes
& Security

e Notion uses safeguards, but no system is 100% secure
A Important things to know

o Content in public areas can be seen by others

* Your workspace data may be visible to teammates or your

organization

o Third-party integrations have their own privacy policies
@ Children

e Not intended for children; data is deleted if collected improperly
& Changes

» Policy may change; continued use = acceptance of updates
i Contact

e Email: team@makenotion.com
* Bottom line
Notion collects account, usage, and integration data to run and
improve its service. It shares data mainly with service providers, your
collaborators, and (in some cases) advertising partners. You have
some control over your data, but anything you share in workspaces—
especially public ones—may be visible to others.



Research: AI Comparison

Notion
e If using a work email:
e QOrganization may
access:
e Your profile
« Workspace metadata
o Potentially
workspace content
e You must switch emails to
avoid this
& Risk level: HIGH

Figma
e Organizations/admins can:
e Access account info
e See activity and
interactions
e Enforce account linkage
(domain capture)
& Risk level: HIGH

¥ Verdict:
e Both give strong control to
employers/schools
e Notion explicitly mentions
content access more clearly
& 5. Data Transfers & Storage
Both:
e Store/process data in the
United States and globally
e May be subject to
government/legal access
requests
- Risk level: MEDIUM
e Standard for SaaS, but
relevant for sensitive data
& 6. Security Guarantees
Both:
o State:
e They use safeguards
e No system is 100%
secure
&~ Risk level: STANDARD
 No meaningful difference

| think ultimately based on this overview
comparison and the length of the full
unsummarized policy | will be going

forward with Notion for this study. Notion
seems to have more fo work with in terms
of changes to be made, which is perfect.

™ Bottom-Line Assessment (Fully Factual)
e Both tools carry HIGH privacy risk for sensitive data
because:

e Your content is stored and shared by design
o Collaboration exposes identity and activity

e Figma is slightly safer overall, because:
e Clearer controls over Al training
e More explicit disclosures about how data is used
e Slightly narrower tracking language

e Notion has higher uncertainty risk, due to:
e Less clarity around Al/data reuse
e Broader tracking (including cross-device)
e Explicit possibility of workspace content access

by organizations



Research: Current User Flow (1 / 2)
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Research: Current User Flow (2 / 2)
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Research: Current User Flow Analysis

The current Notion privacy policy is
quite awful in terms of readability,
looking at every previous screen | had
that showed all the screens look the
same except for the top one, which

makes it extremely easy to get lost in
the text and not finish reading. This was
intentional, and this policy is also way
too lengthy as shown to the side here,
that's too much to read.




Research: User Base

Currently Notion is a notetaking and
planning app used both professionally and
personally. It does have some competitors
but it leads in the planning space as the
preferred and “best” option.

- primarily 17 to 35
- 4 million active monthly users

- over 100 million users globally
- US makes up 22% of users, Canada is 5.7%

“Notion aims to transform into an "everything
Al app,” as highlighted in a recent Forbes
article. This ambitious plan includes
integrating advanced Al capabilities to
enhance user experience, automate tasks,
and provide intelligent recommendations,
setting Notion apart in the crowded
productivity app market”

This is my area of biggest concern, as this is
a vague statement that it not extremely
expanded upon by the privacy policy, this is
very important because “And while 26% of
adults ages 65 and older say they read
privacy policies all the way through, that

share falls fo 15% among those ages 18 to
29.” (PewResearch). This means it will affect
my younger users to more of a degree than it
would older users.



Visual Research

Privacy Policy

Type of website: Ecommerce

Effective date: day of

(the "Site") is owned and operated by . 1s the data controller and can be contacted at:

This privacy policy was one that showed up when
searched “very transparent privacy policy”. While
can understand how this is more transparent than

Purpose

The purpose of this privacy policy (this "Privacy Policy") is to inform users of our Site of the following:

1 The personal data we will collect;
Use of collected data;

Who has access to the data collected;

The rights of Site users; and

some alternatives it still remains very clunky and
intimidating fo look at, and | don't find the flow of
my eyes is lead in a manner that is conducive to
understand the material very well.

The Site's cookie policy.
This Privacy Policy applies in addition to the terms and conditions of our Site.

GDPR
For users in the European Union, we adhere to the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April

2016, known as the General Data Protection Regulation (the "GDPR"). For users in the United Kingdom, we adhere to the GDPR as

Consent

By using our Site users agree that they consent to:
1. The conditions set out in this Privacy Policy.

Legal Basis for Processing

| teel that perhaps the privacy policy | create must
include a way to look at less text at a time that is not
scrolling as | found scrolling through this policy to
still be overwhelming.

We collect and process personal data about users in the EU only when we have a legal basis for doing so under Article 6 of the GDPR.

We rely on the following legal bases to collect and process the personal data of users in the EU:

Personal Data We Collect

We only collect data that helps us achieve the purpose set out in this Privacy Policy. We will not collect any additional data beyond the

data listed below without notifying you first.

Data Collected Automatically

When you visit and use our Site, we may automatically collect and store information.

Data Collected in a Non-Automatic Way

We may also collect data when you perform certain functions on our Site.
This data may be collected using the following methods:
1,

How We Use Personal Data
Data collected on our Site will only be used for the purposes specified in this Privacy Policy or indicated on the relevant pages of our

Site. We will not use your data beyond what we disclose in this Privacy Policy.

The data we collect automatically is used for the following purposes: SOU rce. LaWDepOf




Visual Research

This privacy policy was also one that showed up
when | searched “very transparent privacy policy”. |
do like the use of bullet points, colour, and
underlining to stress key points but | feel there are
further ways fo improve this. | find both the white
and the black text a bit hard to read on this specific
colour of blue and | also find that the darker streaks
through it are distracting.

| feel that | can include this information info my own

privacy policy by including colours but keeping in
mind eye cafching contrasts are important.

The PBS Kids Privacy Policy informs users what information it collects from them. It
describes the information it collects as well as a short but further detailed section after each
type of information that provides more information:

Contact information. We ask parents to provide their email address so they may access certain
ces, see what their child has played and watched on certain Services

and/or receive tips about PBS KIDS content

User name and password for account creation. Neither you nor your child 1s required to create an

account in order to use the Services. However, you may want to do so in order to save your or a

child's progress, settings, or content created while using the Services. If you do create an account,

'our user name and password

Flosmam s R S e S e
I_ r-.J 5'.-1 11'-_. ]?r_,. ”I |r,_-|4|. | IlI LA ¥ Ip LWL |
custom username. Usernames are moder

using any personal information to create an account. Addition

r F s L ey = — =l - - L = =R - - | ! Ve e ki b = - B el =1 ws - = |_ =
«wouqh geolocation information. We collect vour zip code and othe

ocation wnen using the sServices solely to dis ._|3, Nt

e LB # = Y | — T el el =T=1,
vou with localized content

eries. Our Services may include search fields that allow you to search (only within the
what items and topics

o el el e e e e s i | I i o B R SERSEREN L s L
or content or answers to questions. We collect information abo

query, and any additional search terms

Your content. We collect comments and other information that children post through interactive
online features. However, all such information is either canned or moderated to avoid collecting
personal information and to help maintain a safe environment for users. Some of our Services allow
children to use their device's camera to take photos. In most instances, these ph

pe stored locally on the device. We do not collect them. In the event that we do aliow children to
upload photos, such photos are moderated.

Source: Privacy Policies



Visual Research

Privacy Policy of www.lubenda.com

This privacy policy looks more aligned with

Personal Data processed for the following purposes and using the following services:

something that I'd want to make and has more of the

Access to third-party accounts q‘ Advertising
L

visual appeal I'm thinking of. | like how the page 4.

Facebook account access mipaci

makes great use of negative space and icons in Permissions: device information; Emal; Tracke ersonal Data: T

Landbol

order to facilitate fantastic eye direction.

Anatytics . Collection of privacy-related preferances

Google Ads conversion tracking and Meta ads ibanda Consenl Databasa

comdarsion tracking (Meta pixal) ‘srsonal Uaia: Lata comemiunicatasd whii

| feel that this kind of page would really suit the Pataconk Dot Tackal: Goage o

Heap Analytics and Matom:

current way that Notion presents itself as a clean
slate and well organized environment. Their current Linkedin conversion tracking (Lnkedin insigh

T.l";:

privacy policy is not presented as cleanly as the rest i ———

Of 1.he Slll.eo . Commercial affiliation . Connecting Data

RoforralCGandy Intearomat
Al HiAm" L8




Solution Idea 1

My first idea was fo use icons in order to break
up key segments into small easily readable

chunks with the opportunity to make them
bigger or some kind of learn more button.




Solution Idea 2

My second idea was to break up my
information by adding dropdown menus to

each subheading of the policy. | feel like this
one might be a good solution or it'll still feel
overwhelming. Either way it's something fo test.




Solution Idea 3

My third idea was to have a carousel where you
swipe through all the information separated out

into their own little pages. | feel like this one

would be good at reducing how much text the
user is looking at at any given time.




Solution Idea 4

My fourth idea was to reformat all
the fext into better paragraphs
that the user will have an easier
time going through. | am not

sure | am capable of
accomplishing that, it sounds
very advanced in order fo make
things just look decent.
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- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

Lorem lpsum

. Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

. Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

. Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris

- Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna
aliqua. Ut enim ad minim veniam, quis
nostrud exercitation ullamco laboris
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Privacy Policy

- What Notion collects - How Notion uses your data - When data is shared

* Info you provide: name, email, - To run and improve the service - With service providers (hosting,
password, profile, messages, survey (accounts, payments, support) payments, support, analytics)
responses, job applications - To communicate (updates, marketing, + With your team or organization if you

« Payment info: handled by third-party newsletters) use a work/workspace account
processors (Notion doesn't store it - For analytics, security, fraud prevention, « With advertising partners (for
directly) and development Notion’s marketing)

 Usage data (automatic): IP address, - To enable collaboration (sharing info  Forlegal reasons (e.g., law
device info, browsing activity, location within workspaces or organizations) enforcement, compliance)
(approximate), cookies » To personalize ads and content (mainly * During business changes (merger,

* From other sources: integrations for Notion's own services) acquisition, etc.)

(Google, calendar, email), third-party
services, or your organization

- Data Location - Your Choices - Your Rights

* Your data may be stored and + Opt out of marketing emails and « Depending on where you live, you may:
processed globally (e.g., U.S.), with targeted ads « Access, correct, or delete your
safeguards applied. « Manage cookies and tracking data

Control notifications and location * Restrict or object to processing

access on devices « Request data transfer

Opt out of “sale”/sharing for
advertising

- Data Retention and Security

Data is kept as long as needed for service,
legal, and business purposes

Notion uses security measures, but no Learn More abOUt Privacy

system is 100% secure
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Privacy Policy

‘ o \ How Notion uses your Data

@ What Notion Collects

a When Data is Shared

| made some minor
adjustments to my design
from my mid fidelity,
overall | really like this for
the circumstances |
created it in.

* Info you provide: name, email,
password, profile, messages, survey
responses, job applications

- Payment info: handled by third-party
processors (Notion doesn't store it
directly)

+ Usage data (automatic): IP address,
device info, browsing activity, location
(approximate), cookies

- From other sources: integrations
(Google, calendar, email), third-party
services, or your organization

! Data Location

L J [ ]

* Your data may be stored and
processed globally (e.g., U.S.), with
safeguards applied.

« To run and improve the service
(accounts, payments, support)

« To communicate (updates, marketing,
newsletters)
For analytics, security, fraud prevention,
and development

 To enable collaboration (sharing info
within workspaces or organizations)

 To personalize ads and content (mainly
for Notion's own services)

O
Z o| Your Choices

+ Opt out of marketing emails and
targeted ads

« Manage cookies and tracking

« Control notifications and location
access on devices

With service providers (hosting,
payments, support, analytics)

With your team or organization if you

use a work/workspace account

« With advertising partners (for

Notion's marketing)

For legal reasons (e.g., law
enforcement, compliance)

During business changes (merger,
acquisition, etc.)

|;| Your Rights

« Depending on where you live, you may:
« Access, correct, or delete your data

« Restrict or object to processing

- Request data transfer

 Opt out of “sale”/sharing for advertising

Data Retention and Security

Data is kept as long as needed for service,
legal, and business purposes

Notion uses security measures, but no
system is 100% secure




Reflection

| teel that my version of the privacy policy allows the user to make a
much more informed choice of it they genuinely want to agree to
this policy or not. Learning to better summarize information when
focused on the user is a valuable skill for me fo consider as | find it is

often a bit of a challenge to avoid over explaining. Privacy policies
can be extiremely overwhelming and | feel it is an obligation when
designing something like that to consider the needs of the user.
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